
Investing in stakeholder 
engagement for improved 
digital technologies

1 There is a growing recognition that the long-term success of investments is tied to the socio-economic stability and well-being of the societies 
in which they operate. As explained by McKinsey and Witold Henisz, a professor at the Wharton School of the University of Pennsylvania, 
“Businesses need to play the long game. That means they need to satisfy the needs of their customers, employees, and communities—these days, 
often a global community—in order to maximize value creation.” BlackRock’s human rights statement for example, states: “Unmanaged potential 
or actual adverse human rights issues can expose companies to significant legal, regulatory, operational, and reputational risks. These risks can 
materialize in a variety of ways that may damage a company’s standing with business partners, customers, and communities... This is why, in our 
view, long-term investors can benefit when companies implement processes to identify, manage, and prevent adverse human rights impacts that 
could expose them to material business risks, and provide robust disclosures on these processes.”

Why carry out stakeholder engagement?
Following our analysis on the experience of civil society engaging with investors, the need for improved 
stakeholder engagement is clear. Investors, including early-stage private capital investors, help steer the 
direction of technological innovation, shape company priorities and practices, and ultimately facilitate 
technology’s impact on society, for better or worse. Countless tech-related harms could have been avoided—
the Business & Human Rights Resource Centre (the Resource Centre) has approached companies to respond 
to such allegations of abuse 701 times—if companies had stronger incentives to integrate human rights 
considerations into their product designs, business models and sales strategies. Some investors are 
making important and promising commitments to responsible investment in artificial intelligence and 
ethical technologies,1 but translating these words into tangible action requires human rights due diligence. 

Investors’ responsibility to carry out human rights due diligence is outlined in the UN Guiding Principles 
on Business and Human Rights. In practice, human rights due diligence efforts will vary for different types 
of investors (from venture capital firms to public capital investors); yet, across its many forms, due diligence 
must be grounded in, and cannot be effective without, meaningful stakeholder engagement.

When done properly, stakeholder engagement can be mutually beneficial for all parties involved. In the fight 
for digital rights, a strong network of allies within the investment community could have a significant impact 
on corporate behaviour within the tech sector. Civil society can also help investors to identify, assess, prevent 
and mitigate legal, operational and financial risks within their portfolios.

A FACT SHEET FOR TECH INVESTORS

APRIL 2024

https://www.business-humanrights.org/en/from-us/briefings/tech-investor-engagement/taking-ctrl/
https://www.business-humanrights.org/en/latest-news/?&content_types=company_responses&sectors=208&sectors=161&sectors=160&sectors=158&sectors=214&sectors=159
https://www.business-humanrights.org/en/latest-news/?&content_types=company_responses&sectors=208&sectors=161&sectors=160&sectors=158&sectors=214&sectors=159
https://www.bloomberg.com/news/articles/2023-11-14/top-vc-firms-sign-voluntary-commitments-for-responsible-ai-use
https://assets-global.website-files.com/5f1c22c0db81f12f7b91ff40/631f049c3e31e3d9693bd1e1_V5_ENG_IR_comp-compressed_1_compressed.pdf
https://www.business-humanrights.org/en/blog/the-un-guiding-principles-at-ten-an-investor-perspective/
https://www.ohchr.org/sites/default/files/Documents/Issues/Business/UNGPs10/Stocktaking-investor-implementation-reader-friendly.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Business/UNGPs10/Stocktaking-investor-implementation-reader-friendly.pdf
https://www.amnesty.org/en/documents/doc10/4449/2021/en/
https://www.ohchr.org/sites/default/files/documents/issues/business/b-tech/20230329-B-Tech_Investor_Engagement_Tool.pdf
https://www.bsr.org/en/prs/stakeholder-engagement
https://www.business-humanrights.org/en/from-us/briefings/navigating-the-surveillance-technology-ecosystem-a-human-rights-due-diligence-guide-for-investors/
https://www.business-humanrights.org/en/from-us/briefings/navigating-the-surveillance-technology-ecosystem-a-human-rights-due-diligence-guide-for-investors/
https://www.business-humanrights.org/en/


It is not always easy for investors to access credible information about the impact their portfolio companies 
are having on people on a global scale. As explained in a report by several financial actors, the rise of illiberal 
governments, shrinking civic space, censorship and restrictions to online services “creates an ‘information 
black box’ for companies and investors alike, reducing transparency and, with it, the ability to assess risks that 
may be disruptive to business.” Examples of this include instances where venture capital firms and startups 
moved their money out of Israel in 2022-2023 when the Israeli government sought to restrict the power of 
the Supreme Court. Banks allegedly ‘scrambled’ to comply with US, UK and European Union (EU) sanctions and 
export controls after Russia’s invasion of Ukraine. Foreign investors are increasingly ‘wary’ of investing in Hong 
Kong after the vaguely-worded national security law put free speech and the right to protest at greater risk in 
2020. Engagement with civil society can help to shine light into these ‘black boxes’, to better understand their 
risk exposure, and receive recommendations on how to engage with portfolio companies to address ongoing 
harms or mitigate risk of future harm. 

Stakeholder engagement can help tech investors:

 Ĺ Ensure investments are directed away from companies with detrimental business models that fail to 
enhance broad-based, long-term value creation, encompassing both financial gains and the stability 
of socio-political environments;

 Ĺ Receive credible information about harmful products and services offered by companies within their 
portfolios from contextualised, expert sources to more effectively mitigate human rights risks linked to 
operational, compliance and reputational concerns in various jurisdictions;

 Ĺ Ensure tech companies within their portfolios are adequately preparing for existing and impending 
human rights due diligence legislation by verifying that companies are conducting robust risk assessments 
with the involvement of affected stakeholders;

 Ĺ Identify companies which are not operating responsibly in conflict-affected areas (i.e. continuing 
operations despite having announced they are exiting sanctioned markets or without carrying out 
heightened human rights due diligence); and

 Ĺ Understand how to responsibly divest when companies are causing or contributing to severe human 
rights impacts and are not taking action to mitigate those impacts, despite previous investor efforts to 
address the issue.

Who are ‘affected stakeholders’ for the tech sector?
Engaging with affected stakeholders means building relationships with rightsholders and their 
legitimate representatives, which include civil society organisations, community groups and labour 
unions. Digital rights organisations are a key stakeholder group regarding the impacts of technology 
on society. It is critical to involve a diverse range of digital rights groups—with ample representation 
across geographies and demographics, including organisations focused on tech and gender, the 
environment, racial justice and persons with disabilities.
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https://www.business-humanrights.org/en/latest-news/financial-sector-organisations-publish-report-exploring-how-to-strengthen-human-rights-risk-assessments-of-business-activities-where-civic-space-is-restricted/
https://www.chathamhouse.org/2023/07/investors-and-esg-blind-spot/why-investors-should-apply-wider-lens-their-business
https://www.reuters.com/world/middle-east/start-up-venture-capital-fund-move-funds-out-israel-over-judicial-plan-2023-01-26/
https://www.reuters.com/world/middle-east/israeli-startups-act-relocate-over-judicial-shakeup-survey-finds-2023-07-23/
https://www.thomsonreuters.com/en-us/posts/investigation-fraud-and-risk/acams-banks-comply-russia-sanctions/
https://www.nytimes.com/2023/09/21/business/hong-kong-stocks-financial-hub.html


Is stakeholder engagement a compliance concern?
While the EU Corporate Sustainability Due Diligence Directive may currently exclude the financial sector, legal 
liability and due diligence responsibilities for investors were critical issues in the negotiations. This is likely to 
be resurfaced by EU legislators in the years to come, against the backdrop of the global movement in support 
of mandatory human rights and environmental due diligence by companies and other environmental, social 
and governance (ESG) reporting initiatives in Brazil, Mexico, South Korea, Japan, and most recently, China. 

The tech sector is not immune to evolving mandatory human rights and environmental due diligence legislation. 
The EU’s Corporate Sustainability Reporting Directive (CSRD), for example, introduced the Double Materiality 
Assessment (DMA), which requires large tech companies to identify their impact on environmental and social factors 
in consideration of affected stakeholders. The EU Digital Services Act and the EU Artificial Intelligence Act both 
require companies to conduct fundamental rights impact assessments, and the EU General Data Protection 
Regulation mandates data protection impact assessments. For impact assessments to be of use, affected 
stakeholders must be effectively consulted.

Are investors already engaging with digital rights groups?
To better understand the current state 
of engagement between investors and 
digital rights activists, and to develop 
recommendations for stronger collaboration 
between the two, the Resource Centre 
analysed survey results from 32 civil society 
organisations that work on digital rights issues 
and conducted interviews with activists from 
the Global South.

While the majority of survey respondents 
have been involved in research or advocacy 
concerning tech investors in the past, less 
than half (15 out of 32) of the organisations 
have been consulted by investors for the 
purpose of human rights due diligence. 
Only four organisations reported meeting with 
investors on a regular basis; all four are based 
in the Global North. Respondents based in the 
Global South who have met with investors for 
the purposes of human rights due diligence 
report their experiences are typically ‘one-off 
consultation’ sessions rather than part of a 
sustained strategy by investors.

Challenges digital rights groups have 
faced in engaging with investors include:

Barriers in access and communication

19 mentions

A lack of capacity and resources

14 mentions

A lack of transparency

12 mentions

Imbalances of power

5 mentions

Engagement sessions are not designed or executed effectively

5 mentions

A lack of follow-through from investors to demonstrate impact

6 mentions
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https://www.unpri.org/policy-reports/how-to-make-the-csdd-directive-practicable-for-the-investment-industry/11228.article
https://www.carrotsandsticks.net/reporting-instruments/22-65-bill-no-572-of-2022-creates-the-national-landmark-law-on-human-rights-and-businesses-and-establishes-guidelines-for-the-promotion-of-public-policies-on-the-subject/
https://www.business-humanrights.org/en/blog/mexico-can-be-a-world-leader-in-improving-business-conduct-on-human-rights-and-the-environment/
https://www.business-humanrights.org/en/latest-news/s-korea-amendment-to-make-human-rights-due-diligence-mandatory-for-cos-operating-in-conflict-and-high-risk-areas-introduced-in-congress/
https://www.business-humanrights.org/en/latest-news/japan-first-govt-survey-of-corporate-efforts-on-human-rights-in-supply-chains-finds-1-in-5-companies-have-no-human-rights-guidelines-or-safeguards/
https://www.business-humanrights.org/en/latest-news/china-major-stock-exchanges-announce-new-mandatory-sustainability-reporting-requirements-for-listed-companies/
https://www.techradar.com/opinion/the-eus-csrd-impacts-global-technology-companies-its-time-to-get-ready
https://eco-act.com/blog/csrd-non-financial-disclosure-in-eu/
https://www.pwc.com/mt/en/publications/sustainability/understanding-the-csrd-double-materiality-assessment-process.html
https://www.humanrights.dk/publications/key-principles-human-rights-impact-assessment-digital-business-activities
https://ecnl.org/sites/default/files/2023-03/Final Version FME with Copyright %282%29.pdf


What does meaningful engagement 
with affected stakeholders look like?

 Ĺ Investors have pre-established and publicly available communications channels for digital rights groups 
to contact them; 

 Ĺ Investors recognise the disparities in resources and access to funds for human rights groups, and are 
willing to meet them where they are (geographically and otherwise);

 Ĺ A diversity of civil society representatives are included in multi-stakeholder discussions, and digital rights 
groups are encouraged to extend invitations to underrepresented groups; 

 Ĺ Meetings are held in a way that demonstrates investors’ willingness to sustain longer-term relationships 
(i.e. sessions are held semi-regularly to update each other on latest developments, challenges and progress);

 Ĺ Investors share with digital rights groups’ how their contributions have been used (i.e. in discussions with 
portfolio companies/startups, in the elaboration of policies, or in investment decisions).

Investors can use information from stakeholder  
engagement sessions for (among other things): 

 Ĺ Convening dialogues with their investee companies to raise civil society’s concerns and request additional 
information/action from the company. 

 Ĺ Where regulations permit, filing a shareholder resolution (for publicly listed companies) that addresses 
the human rights concern, to be voted on during Annual General Meetings.  

 Ĺ Participating in peer-to-peer coordination efforts to build a stronger, more unified investor approach to 
respecting digital rights in a given market, sector or product type.  

 Ĺ Carrying out research or participating in disclosure initiatives that send questionnaires to the entities 
within their portfolios to ensure that human rights due diligence is taking place. 

 Ĺ Signing public pledges with groups of likeminded investors committed to addressing digital rights concerns. 

 Ĺ Signing public statements in support of rights-respecting legislation.  

 Ĺ Raising awareness about their concerns through the media.  

 Ĺ Voting against board members, taking legal action or divesting, if other tactics for improving corporate 
behaviour are unsuccessful.  

 Ĺ Refusing to invest in assets linked to governments that have problematic human rights records. 

 Ĺ Publicly announcing when they have decided to divest in a company due to its failure to mitigate human rights 
harms, as an effort to encourage other investors to follow suit. (See also: Microsoft case and Amazon case)
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https://www.candriam.com/siteassets/medias/publications/brochure/research-papers/facial-recognition/2022_09_candriam-frt-best-practice---web.pdf
https://cdn2.assets-servd.host/shareaction-api/production/resources/reports/Voting-Matters-2023.pdf
https://www.worldbenchmarkingalliance.org/impact/investor-statement-on-ethical-ai/
https://12ft.io/proxy
https://wdi.trust.org/
https://assets-global.website-files.com/614b3d99f32e4ddc002ec49b/6553ef35b91b4d1d88c2c4d0_Responsible AI Commitments.pdf
https://investorsforhumanrights.org/investor-statement-support-digital-rights-regulations-european-union-artificial-intelligence-act
https://www.reuters.com/article/us-palantir-investors/activist-investors-to-pressure-privately-held-palantir-on-human-rights-idUSKBN1XW1XH/
https://www.ipe.com/poor-climate-plans-will-trigger-votes-against-board-members-in-2023-railpen-warns-firms/10063804.article
https://www.responsible-investor.com/exclusive-firms-linked-to-uyghur-persecution-in-multiple-article-9-funds/
https://www.ft.com/content/bd2e752e-5afa-424a-af7e-433963dd7c34
https://divestmentdatabase.org/
https://www.aljazeera.com/news/2018/12/27/hsbc-divests-from-israeli-arms-company-elbit-systems
https://www.reuters.com/technology/bmo-investment-arm-sold-microsoft-over-us-army-headset-deal-2021-05-21/
https://amwatch.com/AMNews/Fund_Management/article14341740.ece


What else could investors do to 
ensure they are funding more 
rights-respecting technologies? 

 Ĺ Publishing a human rights policy committing to respect human 
rights and human rights defenders within the firm and across 
their value chains, including in their investment relationships, and 
ensuring there is human rights expertise within the firm. 

 Ĺ Developing rights-related blacklists for repeat-offender companies 
and exclusionary screens for technologies that are fundamentally 
non-compliant with international human rights law. 

 Ĺ Developing human rights due diligence procedures (concerning 
business models, geographies and sub-sectors within tech) and 
publicly disclosing how human rights due diligence is integrated 
into decision-making. 

 Ĺ Including commitments in limited partner agreements and term 
sheets offered to portfolio companies stating they must respect 
human rights and carry out human rights due diligence.  

 Ĺ Advocating for portfolio companies to build up their human 
rights due diligence procedures and share best practices from 
other investee companies. 

 Ĺ Developing and publishing a responsible divestment strategy 
(based on existing best practices identified by civil society) 
and process for exiting relationships where leverage no longer 
realistically exists. 

 Ĺ Decreasing the cost of capital for tech companies that have 
strong environmental, social and good governance performance 
(when verified by human rights groups). 

 Ĺ Establishing a human rights grievance channel in line with the 
UNGPs to learn from, and respond to, affected stakeholders about 
the harmful impacts of their investments. 

 Ĺ Ensuring meaningful engagement with affected stakeholders 
by effectively building and maintaining relationships with 
civil society. 
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https://www.bsr.org/en/case-studies/phoenix-human-rights-journey-designing-a-human-rights-roadmap
https://news.mongabay.com/2023/09/bollore-blacklisted-over-alleged-rights-violations-on-plantations-in-africa-and-asia/
https://www.neiinvestments.com/investment-products/ri-strategy/exclusionary-screens.html
https://www.bsr.org/reports/Human_Rights_Roadmap.pdf#page=12
https://investorsforhumanrights.org/sites/default/files/attachments/2022-03/Full Report- Investor Toolkit on Human Rights May 2020_updated_0.pdf
https://www.mckinsey.com/capabilities/strategy-and-corporate-finance/our-insights/why-esg-is-here-to-stay
https://www.esginvestor.net/close-the-remedy-gap/


Where to begin?
Investors’ responsibility to respect human rights means looking beyond ESG risk ratings, especially from data 
providers which lack transparent methodologies. There are a number of openly available, free resources that 
provide company human rights performance data and stakeholder engagement best practices. The Resource 
Centre’s tech company dashboards provide more nuanced insights into how companies are responding to 
allegations of human rights concerns and how they are performing on relevant civil society benchmarks 
(i.e. the World Benchmarking Alliance, KnowTheChain). There are also a number of opportunities for 
engagement, including through participation in human rights-centred alliances and coalitions (such as the 
Investor Alliance for Human Rights or the Collective Impact Coalition (CIC) for Ethical AI) and regular support to 
key digital rights conferences (such as the Digital Rights and Inclusion Forum, the Data Privacy Global Conference 
and RightsCon, among others).

A number of investors, of various asset class types, have already demonstrated their commitment to better 
ensuring their capital is not used to harm or undermine human rights. When done right, stakeholder engagement 
between civil society and investors can be transformative for the prevalence of more rights-respecting tech 
companies and digital technologies. When done together, mutually beneficial outcomes are within closer reach. 

For investors interested in learning more about the Resource Centre’s work, subscribe to our Weekly Update, 
or contact: techaccountability@business-humanrights.org

Business & Human Rights Resource Centre is an international NGO which tracks 
the human rights impacts of over 10,000 companies in over 180 countries, making 
information available on our 10-language website.
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https://www.churchofengland.org/media/press-releases/church-commissioners-england-launches-investor-initiative-human-rights-data
https://www.inclusivedevelopment.net/policy-advocacy/stopesgwashing/
https://www.ohchr.org/sites/default/files/documents/issues/business/b-tech/btech-stakeholder-engagement-paper.pdf
https://www.business-humanrights.org/en/big-issues/technology-human-rights/technology-company-dashboards/
https://www.worldbenchmarkingalliance.org/digital-inclusion-benchmark/
https://www.business-humanrights.org/en/from-us/briefings/2022-knowthechain-ict-benchmark/
https://investorsforhumanrights.org/investor-actions-ict-engagement
https://www.worldbenchmarkingalliance.org/impact/companies-are-being-asked-for-bigger-commitments-regarding-ethical-ai/
https://drif.paradigmhq.org/
https://www.dataprivacybr.org/en/
https://www.rightscon.org/
https://www.business-humanrights.org/en/subscribe/
mailto:techaccountability%40business-humanrights.org?subject=
https://www.business-humanrights.org/

